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Abstract

In 1662, a basic concept for risk assessment was
first published: “Risk should be proportional to
both likelihood and consequence.” This concept
underpins the Risk Assessment Code (RAC) that
isin use today. The present paper examines the
historical precepts more closely and draws
conclusions about where we are today, and
where we could be.

Introduction - Highlights from History

In recent years, excellent histories have been
written about the development of the theories
and mathematics supporting risk analyses (refs.
1, 2, 3). This paper only hits a few of the
highlights. Figure 1 depicts the major
developments in theory and principles associated
with the assessment of risk. Two timelines are
shown; the upper one spans 8500 years of history
up until 1500 AD, and the lower timeline depicts
the last 500 years.

Magjor developments in many numerically
intense areas, such as geometry and astronomy,
can be traced back more than 6,000 years. In
contrast, the magjor developments in probability
theory that underpin risk assessment were not
developed until the last 500 years. The reason is
simple: the most basic tool to alow that
development was not available previoudy - it is
the Arabic numbering system that first facilitated
computation and communication.  Probability
theory deals with the number space between zero
and one, and Roman numerals - which were the
scale of choice in Europe until about 1500 - have
no zero. Once the Arabic numbering system
took hold and mathematicians began to use it,
new theory was postulated and developed at a

relatively rapid pace.

It is interesting to note that it took about 500
years for the “new” numbering system to become
widely accepted. This time span seems
disappointingly long in the context of today's
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Figure 1 - Quantitative Risk Assessment (QRA) Timeline



information age. Why should it take so long to
adopt a concept that is obviously better?

Today's use of risk assessment is supported by
many significant developments. These include:
(1) the concept of probability first documented in
1565, (2) the concept and use of the logarithmic
scale and scientific notation in the 1700's, (3)
Lloyds List, which later became Lloyds of
London, beginning in 1696, (4) the concept of
expected value documented in 1731, (5) the legal
concept of the “prudent man” established in
1830, (6) the normal curve in 1848, and many
others. It is not the purpose of this paper to
review all these developments. However, for the
purposes of comparison and contrast this paper
focuses more sharply on the period of the mid
1600's and the contributions made by the
mathematician Blaise Pascal.

Pascal has been recognized as one of history's
foremost contributors to the field of mathematics
(ref. 4). His contributions in original thinking
are many and range across science, mathematics,
and religion. One of his contributions, “Pascal's
Wager,” is more widely known for its
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philosophical and religious connotations than the
underlying logic. However, as shown in figure
2, the form of a decision matrix used in the
wager is widely applicable to problems in
decision theory. Government agencies, safety
organizations, and individuals aike use an
inherently simple process of examining
aternative potential outcomes and making
decisions as to the acceptability of the risk. The
generic form of Pascal's Wager is often the
method used. Within a few years after the
publication of Pascal's Wager, his logic became
more sharply focused on the application of risk
to safety. More of Pascal's work was published
and widely reprinted in a book, compiled by
Arnauld, that has become a classic: “Logic or the
Art of Thinking” (ref. 1). In this book the first
clear statement of the theory underpinning our
risk matrix appears. It is compelling inasmuch
as it was written over 300 years ago and points
the way ahead for risk analysis in general. To
show the context, a more lengthy quote is
included here asfigure 3.

Now

Then
The Original Pascal’'s Wager
Right Wrong
Believe | Heaven Nothing
Not believe | Nothing Hell

“God is or He is not...Let us weigh the gain
and the loss in choosing..."God is.” If you

Wager, then, unhesitatingly, that He is.”
- 165?

i Risk-based decisions rely on an evaluation

¢ of future events for probable gains and

. losses. Many of these evaluations are in the
i generic form of Pascal’s Original Wager.

gain, you gain all, if you lose, you lose nothing.

The Generic Pascal’s Wager

Hindsight
Right Wrong
8 Yes 6'\‘0\6
= ?05 eo
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Logic or the Art of Thinking

“So then, our fear of harm ought be
proportional not only to the magnitude
of the harm but also the probability of
the event.”

- 1662

Basic Risk Equation:

Risk = likelihood x consequences

Figure 2 — Blaise Pascal, “ The Father of Risk-Based Decisions”



Chapter 16. Judgments we make concerning
future accidents.

“These rules, [referring to earlier chapters] which are
helpful for judging about past events, can be easily
applied to future events...

“Many people, for example, are exceedingly frightened
when they hear thunder. If thunder makes them think
of God and death and happiness, we would not think
about it too much. But if it is only the danger of dying
by lightning that causes them this unusual
apprehension, it is easy to show that this is
unreasonable. For out of two million people, at most
there is one who dies this way. We could even say
that there is hardly a violent death that is less
common. So, then, our fear of some harm ought to be
proportional not only to the magnitude of the harm, but
also to the probability of the event. Just as there is
hardly any kind of death more rare than being struck
by lightning, there is also hardly any that ought to
cause less fear.”

Figure 3 - Logic or the Art of Thinking, Quote
from Chapter 16

From this line of thinking, the basic risk equation
in widespread use is derived directly:

Risk = Likelihood x Consequences

Moreover, there is little doubt that Pascal, the
mathematician, postulated the words with their
more concise and mathematical definition in
mind, because in the same volume we find his
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surprising to see how applicable those rules are
to the quantitative risk analysis conducted today.

More Recent History

The application of risk assessment to major
Government sponsored programs during our
lifetime spans a wide variety. A sampling is
illustrated in figure 4.

There have been some notable successes. For
example, the National Ranges have applied a
highly developed form of risk assessment to the
approval process for launching from national
ranges (ref. 5). The near perfect safety record in
protecting the public from an activity with
inherent potential hazards is probably unparalled
when compared to any other major technology
development.

Risk Assessment in the area of Explosives Safety
has grown significantly in the last few years
within the US (ref. 6). However, it has been
successfully applied in severa European
Countries for decades. The Swiss are generally
credited for leading the way.

Other highly visible events have caused the
discipline of risk assessment to become the
subject of skepticism. The Challenger Space
Shuttle disaster, Three Mile Island, and others
provide examples.

rules for use by analysts (ref. 1). It is at first
1970 1980 1990 2000
; Most Ranges assessrisks, 1997 Rrcc;
National Ranges _
e r?one some publish standards Standard
publisha Sy Federal Regiter, OCST
Range Safety 1999, 2000
SWISS Developed risk assessment approach procedures and methods used today
BRITISH [ ORA for explosives storage

Other NATO Countries
UNITED STATES - RBESCT

Explosives Safety

[ Explosives storage

3
3
2
$AFER 3

Apollo 3-Mile
1967 Fire Island 1079A
“Wecan solvethose  “ The most fundamental lesson learned is
problems we think one that must be continually emphasized,
of” accidents can happen.”
- Report to Congress - Congressional Subcommittee on Three

MileIdand No. 2

Challenger
1986‘ Disaster

“ There are enormous differences of opinion asto
the probability of failure...estimates range from
1/100 to 1/100,000"

- Presidential Commission on Challenger Disaster

Major Events

Figure 4 — Some Recent History
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Approach 2. Specify quantitative risk
assessment.

Major Issue: How to calculate?

Determination involves:

* Physical Science

¢ Technical assumptions

¢ Technical approaches

* Biases (worst case €-> self-interest)

Figure 5 — Governing Safety Using Quantitative Risk Assessment

Growing Government use

Requirements for risk assessments and

associated criteria appear in a growing number of

regulatory documents in use worldwide today. It
is interesting to examine the approaches used by
governing bodies responsible for assuring safety

(figure 5). The approaches fal into one of three

generic forms:

e Thefirst general caseisto specify quantitative
criteria. Here the criteria form the basis of
acceptable risk and the analyst may have
freedom to conduct the assessment using a
wide variety of methods.

» The second includes the requirement to do a
risk assessment. For this case, there are no
stated criteria and there is often no analysis
methodology specified. Currently, the Risk
Assessment Code (RAC) matrix s
predominately used in this manner.

» Both of these methods result in wide latitude
for the resulting risk-based decision, and there
may be little consistency in the resulting
acceptability.

* The third form is to combine the first and
second. There is a growing trend within
governing bodies to define: the requirement to
conduct the analysis, the method to be used,
and the acceptable criteria as a set.
Organizations such as the Range Commanders
Council, the DoD Explosive Safety Board

(DDESB) and NATO have adopted such
methods in recent years (refs. 6, 7, 8, 9).

The Venerable RAC Code

For the last thirty years or more, System Safety
professionals have used the RAC Matrix as a
tool in their application of System Safety.

The most commonly used example is from the
DOD standard shown in figure 6 (ref. 10). The
matrix represents undesired conseguence on one
axis, and probability on the other. It is very good
at conveying the concept that was first described
by Pascal; however, there is not agreement as to
how well it actualy measures risk. The
following paragraphs examine the granularity of
ageneric RAC matrix and focus on its utility asa
risk measurement tool.

Mishap Severity Categories
Mishap Probability () %) ©) [C))
Levels Catastrophic|  Critical Marginal | Negligible
(A)  Frequent 1A 2A 3A 4A
(B) Probable 1B 2B 3B 4B
(C) Occasional ic 2C 3C 4c
(D) Remote 1D 2D 3D 4D
(E)  Improbable 1E 2E 3E 4E

Figure 6 — MIL-STD-882D RAC Matrix




Defining Requirements for aRAC Matrix

Intended Use. Aswith any tool, the intended use
of the matrix is an important requirement. The
MIL-STD-882D matrix is sometimes used for
gualitative assessments calling for broad non-
numerical categories. At other times quantitative
risk assessments are used and the same matrix
may not apply. Similarly, the same matrix may
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Figure 7 - Risk Scale
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not apply to risk assessment and risk acceptance
when the decision makers are more adverse to
catastrophic risk.  The intended use is a
requirement in designing the proper tool (ref.
11).

Measuring Risk. If our goal is to have a tool to
measure risk, and risk is defined as the product
of conseguence and likelihood, then the
definition of the tool to measure the risk can
begin by defining the quantitative range of
interest for which the tool applies. The generic
range of interest for the practicing safety
professional has huge variation. At one end of
the scale are those events which pose so little
risk that they are of no consequence. The lega
term de minimis applies, which is short for a
lega term from Latin “de minimis non curat
lex,” which literally means the law does not
concern itself with trifles (ref. 5). This end of
the scale is often bounded at the point where the
risk of fatality to an individual is no greater than
linamillionyears (ref. 7).

The other end of the scale is more difficult to
define clearly. Here the risks are huge,
unthinkable. A major war, or large meteor
impact, could result in thousands or even
millions of fatalities. The point is that the
guantitative risk scale varies across such a large
span that it is difficult to grasp. A span of 12
orders of magnitude, as shown in figure 7, is not
easy to comprehend, especially when our day-to-
day frames of reference are ailmost all presented
on a linear scale. Even with the aid of the
logarithmic scale it is hard to grasp the
difference represented by 12 orders of
magnitude.

In a similar fashion each of the two components
of risk can be examined. First, consequence:
For simplicity we can use a single measure of
human injury/fatality as the scale. Here the de
minimis threshold might be a minor injury
requiring no medical aid, and the unthinkable
might be thousands of fatalities.

The second component of risk is likelihood,
which requires more definition. Likelihood is a
measure of probability, and in the context of
Pascal’s meaning, is for an individual. In a
systems context we should expand the term to by
multiplying by the number of exposed
individuals and exposure time (ref. 12). Because
of this multiplication, the range of interest for
this term spans a much wider range. At the
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upper frequency end, a number such as a
thousand times a year for a minor injury is
needed, and at the lower frequency end a very
smal number is needed for the major
catastrophic events. As shown in figure 8, 1x10°
° might be considered acceptable. This gives a
range of interest spanning 14 orders of
magnitude!

Figure 8 attempts to combine these two
components into a generic RAC matrix that
covers the logical range of interest for both
factors. The vertical scale, chosen for
conseguence, is subdivided into five order-of-
magnitude increments. The 5 bins are called
“Band-Aid,” “Hospital,” “Few deaths,” “Many
deaths” and “Major catastrophe.” The
horizontal scale measures frequency and spans a
great range. In this RAC, frequency includes not
only probability, but also exposure. Seven cells,

each with a span of two orders of magnitude are
shown in figure 8. This hypothetica RAC
matrix uses each color to represent a single risk
level. This concept expands Pascal’s formula by
including the amount of exposure in the overall
risk level. The de minimisin the upper right, and
unthinkable level lower left are postulated by the
authors based on existing industry standards.

When considering the utility of this hypothetical
RAC matrix (or any of the other options) as a
tool to differentiate risk, the resolution or
granularity of the tool is a major factor. For the
5x7 matrix defined above, the resolution is
shown by examining the range of risk within a
single cell.

Figure 9 illustrates this. As shown, a single cell
within the matrix spans one order of magnitude
in consequence, two in likelihood, and three in

risk. Thisis a factor of 1,000 within a

10 Per 1 Per single cell. It is not very satisfying to
10 Fatalities Year 10Years attempt to differentiate between optional
10 Times/ Y ear choices in terms of risk when the tool of
o 1 Death choice has a fundamental resolution of a
100 Fatalities/ _ factorof 10001
Y ear 1 Fatality in _
10 Years There have been attempts to quantify the
scales used in the various RACs;
10 Deaths however, they are often described as

Figure 9 — Resolution of each Cell

only exemplary. None have developed
the underlying mathematics or the
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Figure 10 — Expanded RAC Code

concise definitions needed to build consensus
and educate users.

Recent Trends in Governance. In the last few
years, several governing bodies have considered
the use of expanded RAC matrices for various
applications that have more utility as a
mathematical tool. One such tool has been
proposed to the Insensivitive Munitions
community to help assess the benefits of risk
reductions due to insensivitive explosives.
Figure 10 illustrates the concept, which features
granularity, along each axis, of Y order of
magnitude. A similar concept removes all
granularity by using continuous scales along
each axis, resulting in infinite resolution.

The examples above serve to illustrate the
difficulty of having a quantified generic tool.
Because of the granularity issue and the huge
span of interest, it is not easy to conceive of a
single tool that could gain acceptance among the
many applications.  Nevertheless, by using
concise definitions and protocols like those
postulated by Pascal, a self-consistent and
universal tool could be defined.

Conclusion

The major conclusion of this paper isthis:

The concept originated by Pascal was clearly
mathematical in nature. Its application to date in
the form of a RAC matrix is, however, only
accurate at the conceptua level. We need to
move forward to define better tools.

Pascal, the logical thinker, pointed us to an
answer: “Fear of harm ought be proportional to
the gravity of the harm and the likelihood of the
event.” This smple statement clearly points us
toward a concept. We have captured the concept
in our RAC matrix. Pascal, however, was
primarily a mathematician. His words state a
clear mathematical equation that the RAC matrix
has only begun to capture adequately.

The challenge therefore, posed by this paper to
this conference some 339 years after Pascal
showed us the way ahead, is to follow his
uncomplicated direction to its logical conclusion.
We cannot claim that System Safety Engineering
is a separate discipline when we have only
refined our tools to a conceptual level. We must
add discipline to our chosen discipline. We
should encourage, sponsor, endorse, develop and
build consensus for methods that apply more
mathematical discipline, rigor and consistency.



Recommendation

The authors recommend that a quantitative RAC
(or series of alternative RACs) be defined which
apply the uncomplicated mathematics postul ated
by Pascal. For each RAC we should define its
intended use as a standard for risk assessment, or
risk acceptance, or both. As a set, they should be
applicable across the broad set of circumstances
encountered by the practicing safety
professional.
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